
 BUILDING RESILIENCE  
 IN THE DIGITAL AGE
The fourth industrial revolution has changed the way organisations across the world 
operate. However, this rapid digitisation exposes businesses to new and rapidly changing 
threats. How can organisations build resilient cultures to succeed in the digital age?

Senior technology decision makers expect a successful cyber attack against 
automation and/or robotics to have physical implications

Percentage of senior information technology practitioners that consider threats high frequency
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82%
of senior IT 
practitioners predict 
that unsecured IoT 
devices will likely 
cause a data breach 
in their organisations

80%
say such a 
breach could be 
catastrophic

THE DIGITAL THREAT TO BUSINESS IS SIGNIFICANT1

To
da

y
20

21

Breaches 
involving 

high-value 
information

Nation-state 
attackers

Breaches that 
damage critical 
infrastructure

Breaches 
that disrupt 
business and  
IT processes

Emergence 
of cyber 

syndicates

Stealth and 
sophistication 

of cyber 
attackers

Emergence of 
hacktivism

Breaches 
involving large 

volumes of 
data

Malicious 
or criminal 

insiders

71% 58% 60%64% 55%62% 36% 53% 38%

Cyber warfare 
or cyber 

terrorism

51%

22% 30%43% 42%37% 43%41% 27% 46% 36%

40%Disruption of operations/manufacturing

39%Loss or compromise of sensitive data

32%Negative impact to quality of products produced

29%Damage to physical property

22%Harm to human life

INNOVATIVE TECHNOLOGIES ARE FURTHER EXPOSING 
ORGANISATIONS ACROSS THE WORLD TO NEW, UNKNOWN RISKS2
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44%
of UK businesses 
haven’t taken any form 
of action to identify 
cyber risks to their 
organisation in the  
last year

68%
say their boards of 
directors are not being 
briefed on what their 
organisations are doing 
to prevent or mitigate 
the consequences of  
a cyberattack

64%
of technology 
professionals 
say their senior 
leadership don’t 
believe cybersecurity 
is a strategic priority

Of those that have, the most common activities are:

Success factors IT professionals believe could strengthen their organisation’s cybersecurity posture in the next three years

And those that do rely heavily  
on qualitative methods...

...As opposed to quantitative

SO, WHAT STEPS CAN ORGANISATIONS TAKE TO DRIVE 
RESILIENCE CULTURE IN THE FACE OF DIGITAL THREATS?5

3 4HOWEVER, ORGANISATIONS ARE NOT YET BUILDING RESILIENT 
CULTURES IN THE FACE OF THESE NEW THREATS…

...AND MANY ORGANSIATIONS 
ARE FAILING TO MEASURE OR 
ACCURATELY EXPRESS THEIR 
CYBER RISK EXPOSURE
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47%

36%Business-as-usual health checks that are undertaken regularly

21%Internal audit

15%External audit

8%Invested in threat intelligence

22%Ad-hoc health checks or reviews beyond regular processes

24%Risk assessment covering cyber security risks

Using categories such 
as “high/medium/
low” or capability 

models such as 
“maturity levels” to 
benchmark against 
other organisations

Descriptively, 
without using 
categories, 
numbers, or 

rankings


